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Abstract. The vast amount of data now collected on human beings and organizations as
a result of cyberinfrastructure advances has created similarly vast opportunities for
social scientists to study and understand human behavior. It has also made traditional
ways of protecting social science data obsolete. The challenge to social scientists is to
exploit advances in cyberinfrastructure to develop new access modalities that not only
provide access but preserve data and create scientific communities. This paper outlines
an approach that draws on both advances in the social science and the computer science
literatures.

1

Introduction

“So voluminous is the data surrounding CIOs that it could almost be likened to
a tsunami that will engulf business. In fact an IDC study entitled ʹThe Expand‐
ing Digital Universeʹ estimated that the current size of that universe was 161
billion gigabytes. Moreover, it anticipated that the volume would grow six fold
by the end of this decade to 988 billion gigabytes. In effect, that represents a
CAGR (compound annual growth rate) in global data of 57 percent in over four
years.” Surviving the Ditigal Tsunami, CIO Magazine, Dec 13, 20071
The vast amount of data now collected on human beings and organizations,
such as businesses, illustrated by both the picture and the quotation has made
traditional ways of protecting social science data obsolete. The availability of
data due to data security breaches exacerbates the challenge: PrivacyRights.org
estimates that over 223 million data records of U.S. residents have been exposed

CIO refers to Chief Information Officer; for more information on IDC see
www.idc.com
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due to security breaches since January 2005.2 At the same time, the data collec‐
tion provides an invaluable opportunity to develop understanding of human
behavior to an extent unimaginable even a decade ago.

Figure 1. Source National Science Foundation: Cyberinfrastructure Vision for 21st
Century Discovery

Social scientists could now reap the benefits of these transformational oppor‐
tunities in a manner already realised by biological scientists with the Human
Genome Project and by astronomers with the advent of whole sky surveys. The
rich information now available on humans, and hinted at in Figure 1, ranges
from biological information, through biomarkers, geospatial information,
through RFID3’s and sensors, brain activity through MRIs4 and social interac‐
tions, through virtual lives. Biological scientists were able to create a complete
parts list of all human genes such that the component parts of the complex sys‐
tem could be delineated. This led to a view of biology as an information science

www.privacyrights.org Accessed April 11, 2008
RFID refers to radio frequency identification device; for more information see
http://www.rfidjournal.com/
4 MRI refers to magnetic resonance imaging
2
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and created a systems approach to understanding health and disease. Astronomy
was transformed by the advent of virtual astronomy: astronomers were able to
discover significant patterns by analyzing rich image/catalog databases, and
understand complex, astrophysical systems by using integrated data and large
numerical simulations. Social scientists could potentially use the new data to
transform their science: the challenge is not only to extract insights from this
complex and heterogeneous set of data but also to share the information to en‐
sure that the analytical work is generalizable and replicable.
The most trenchant challenge is, of course, providing access to and informa‐
tion about the new range of data. This paper argues in the following section
that relying on one approach, like statistical disclosure limitation, is no longer
feasible, and that it is necessary to develop new access modalities. The next sec‐
tion of the paper describes how cyberinfrastructure advances can be used to
structure a portfolio approach to protecting data: combining technical, organiza‐
tional, statistical and legal protections so that data on human subjects can be
protected but so that access is available to the greatest possible number of re‐
searchers. Advances in cyberinfrastructure can also be used to archive, index
and curate microdata, and this is described in the subsequent section. The pa‐
per concludes by describing how access modalities could also be structured to
permit the development of virtual organizations that promote the sharing of
knowledge about data.

2

Background

The creation and analysis of high‐quality information are core elements of the
scientific endeavor. No less fundamental is the dissemination of such data, for
many reasons. First of all, data only have utility if they are used. Data utility is
a function of both the data quality and the number and quality of the data ana‐
lysts. The second is replicability. It is imperative that scientific analysis be able
to be replicated and validated by other researchers. The third is communica‐
tion. Social behavior is complex and subject to multiple interpretations: the con‐
crete application of scientific concepts must be transparently communicated
through shared code and metadata documentation. The fourth is efficiency.
Data are expensive to collect – the U.S. 2010 Census alone is projected to cost
over $15 billion, so expanding their use, promoting repurposing and minimiz‐
ing duplication is fiscally responsible. Another reason is capacity‐building. Jun‐
ior researchers, policy makers and practitioners need to have the capacity to go
beyond examining tables and graphs to a point where they may develop their
understanding of the complex response of humans to rapidly changing social
and legal environments. Access to micro‐data provides an essential platform for
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evidence based decision‐making. Finally, access to micro‐data permits research‐
ers to examine outliers in human and economic behavior – which is often the
basis for the most provocative analysis[1].
These arguments are not simply theoretical. The value added of access to mi‐
cro‐data is confirmed empirically. Illustrative examples include the deeper un‐
derstanding of business dynamics made possible by examining the contribution
of firm births and deaths, as well as expansions and contractions to net em‐
ployment growth[2]. Similarly, a landmark 1954 study of survey data on doc‐
tors’ smoking habits matched to administrative data on their eventual cause of
death was critical in establishing the link between smoking and both cancer and
coronary thrombosis [3], cited in [4]. And data on individual financial transac‐
tions are now routinely used to model and limit losses due to defaults on loans.
There are two major barriers limiting access to individual‐level data. The first
is that information on human subjects that have been collected by national sta‐
tistical agencies, private organizations or researchers is limited by legal and
ethical protections. Violations of such protections can have severe adverse con‐
sequences to data collectors in terms of reputation, response rates and legal ac‐
tion. Another barrier to dissemination is that there is insufficient recognition of
the ownership and intellectual property rights relating to data production and
sharing.
The approaches that have been used by national statistical institutes to provide
access are often unsatisfactory. Probably the most well‐known approach is to
provide access via Research Data Centers, but the cost in time and money for
researchers to access the data has led to serious underutilization and hence a
reduce return on the agency’s investment [5][4][4]. Remote buffered access, like
the Luxembourg Income Study, has the advantage of providing access to many
users but does not provide direct access to micro data. In addition, the delays
entailed by the layers of review before any output is seen places a high burden
on the statistical agency and often results in unacceptable delays for decision‐
makers.
The investment in research to promote access to microdata has been encourag‐
ing [6], as has the movement to online remote access systems. These approaches
use modern computer science technology, together with researcher certification
and screening, to replace the burdensome, costly and slow human intervention
associated with buffered remote access. For example, Statistics Denmark has
found that remote access arrangements are now the dominant mode of access to
micro‐data. Statistics Sweden has increased the accessibility of microdata for
external users at the same time that it has increased security precisely because
the client’s computer functions like an input/output terminal. Statistics Nether‐
lands makes use of biometric identification – the researcher’s fingerprint – to
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ensure that the researcher who is trying to connect to the facility is indeed the
person he or she claims to be[7].

3

Data Access

A critical feature of data access is that the data be protected, as far as possible,
from disclosure in the host, disseminating, institution. In earlier work, we have
argued that this should be a multi faceted, or portfolio, approach[7]. It should
include technical security, i.e., appropriate IT security protocols must be imple‐
mented. There also should be some statistical protection of the data that re‐
searchers use, as well as disclosure limitation review of researchers’ output
prior to publication. Researchers should be trained to develop an understand‐
ing of both confidentiality principles, as well as the basics of the data, such as
sampling strategy, frame and weights. Finally a set of legal protocols should be
implemented, to ensure that only authorized researchers, from trusted institu‐
tions, be permitted access, and that the research is done for statistical purposes
only. A graphical description of this view is provided in Figure 2.
Figure2. The portfolio approach to confidentiality protection

Utility

Confidentiality

The host disseminating institution should implement a portfolio approach to
provide technical, educational, operational, statistical and legal tools to mini‐
mize the chance of a data security breach, while maximizing data access. The
approach of using “sneaker‐net”, or physical enclaves, to permit access is not
only costly and inefficient, but is somewhat embarrassing for social scientists,
given the widespread use of cyberinfrastructure advances to permit remote ac‐
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cess by entities using far more sensitive data, such as the Department of Defense
and the Department of Homeland Security, let alone financial institutions.

3.1 Technical approach
Remote access has begun to be more widely adopted because it allows geo‐
graphically dispersed individuals to access the data in a controlled manner over
the internet5. VPN technology for example, can structure access to prevent an
outsider from reading the data transmitted between the researcher’s computer
and the host network. For example, the user in addition to using a pre‐defined
user id and password can also be required to use Smart Card technologies or
biometrics so that users must validate his/her identity in real time. Other com‐
ponents of the VPN technology allow control to be established over which net‐
work resources the external researcher can access on the host network. Physical
constraints on the researcher site can also be imposed, such as webcams, secure
rooms, and electronic card entry.
Once the VPN connection has been established, the host can apply a variety of
Web‐based technologies to access the applications and data available on the
host machine. One example is Citrix technology, which is based on thin‐client,
terminal/host based approach to computing. With this technology, widely
adopted in the U.S. federal government, although all applications and data run
on the server at the data enclave, the researcher still interacts with a full Win‐
dows graphical user interface. This means that the researcher never has to in‐
stall any complex software applications on his/her remote computer. It also
means that the host can prevent the user from transferring any data from data
enclave to a local computer. For example, the host can configure Citrix so that
data files cannot be downloaded from the remote server to the user’s local PC.
Similarly, the user cannot be able to use the “cut and paste” feature in Windows
to move data from the Citrix session into an Excel spreadsheet sitting on the
local computer. Finally, the user is prevented from printing the data on a local
computer.
Through the Citrix technology, researchers are provided with a variety of
powerful data analysis tools, such as statistical data processing packages (e.g.
SAS, SPSS, or STATA). Researchers are also provided with visual tools that
support online data and metadata searching, browsing and analysis. To enable
high‐quality use of the data, all data are delivered in tandem with the related
metadata, providing the researchers with the necessary context for data analy‐
sis.

See the cybertrust initiative at the National Science Foundation for a list of recent re‐
search in this area.
5
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Although these approaches are beginning to be accepted by statistical agen‐
cies, there is ongoing work to advance the state of the art [8; 9; 10].

3.2 Operational Approach
The operational aspects are similarly important. Regardless of the type of data
that is being disseminated, the data custodian is typically interested in ensuring
that only trusted, approved and authorized researchers have access to the data –
both because that reduces the risk of malicious disclosure and because it re‐
duces the risk that the humans who are the source of the data will have negative
perceptions associated with data access. So the host institution needs to estab‐
lish a set of operational procedures to ensure appropriate access.
In addition, because providing access also results in a support burden, appro‐
priate operational incentives should be put in place that accurately reflect the
cost of support. Examples of such operational incentives could include charg‐
ing the marginal cost of statistical disclosure review, charging for excessive
storage costs, and charging a small weekly access fee to ensure that there is an
incentive for projects to be completed in a timely fashion.
Similarly, since most data custodians want to provide access to data in order to
promote data analysis, operational incentives should be put in place to promote
analysis. This could include highlighting the work of particular researchers,
instituting a working paper series, or, as discussed in a subsequent section, ac‐
tively promoting the development of a virtual organization around a particular
dataset.

3.3 Researcher training
Researcher training needs to be a core component of the portfolio approach for
three reasons. One is to properly instill a “culture of confidentiality” within the
researcher group, which is difficult to instill remotely. The second is so that the
researchers and data producers get to know each and begin to develop the trust
that is necessary to the development of a community of practice. The third is to
develop their knowledge about the data, which reduces the likelihood that they
will make errors resulting in incorrect analysis.
The confidentiality training should provide an overview of the legal back‐
ground of each data source, and discusses the various disclosure definitions, as
well as the principles of disclosure control, together with exercises to bring the
ideas home. The training should focus on the importance of having safe pro‐
jects (approved projects), safe people (i.e. authorized researchers), safe settings
(ie. remote access) and safe conduct (care with handling and releasing data).
The data producers should provide training on the data itself. This includes
information about the data design, including information about frame and the
correct use of weights.
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Probably the most critical part of the training is to train researchers to do a pre‐
liminary disclosure review of their research prior to requesting formal release.
This part of the training has several advantages. It reduces the most time and
cost intensive part of providing access: the application of disclosure limitation
protocols. It helps the researcher understand what type of information is
needed before release is permitted. Finally, it sensitizes researchers to how
much time is required to do a thorough disclosure review, and reduces the
number and volume of requests.

3.4 Statistical Approach
There has been a great deal of research in this area, probably best summarized
at a recent conference [11]. However, some best practices have been evolving.
Even within an enclave, it is clear that at a minimum, the host should protect
every data set by constructing a set of unique identifiers that can substitute for
variables that are explicit personal/organizational identifiers, such as name, ad‐
dress, phone number, Social Security Number and Taxpayer Identification
Number. The host should also be able to limit researchers’ access to the data
they need for their specific research questions if necessary. To accomplish this,
the host should set up the capacity to create custom analytic data files that con‐
tain a subset of the columns (and even rows) contained in the master data set.
Most data producers typically remove some geographic detail, although that
clearly limits the quality of the potential analysis. Memo fields also are typically
removed since it is possible that individuals or companies may have conveyed
identifiable information. The data producer should be made aware that each of
these approaches can have an effect on the validity of social science analysis. In
addition, the decision to apply them does not fully capture the costs to society of
reduced data quality. A good discussion of the issues is provided in [7; 12] .
A major challenge to the data privacy community is the development of dis‐
closure limitation techniques that are flexible enough to be used in a wide vari‐
ety of situations. Considerable effort has gone into developing disclosure limi‐
tation methods for tabular data that effectively lower disclosure risk and pro‐
vide products with high utility to legitimate data users. These techniques in‐
clude cell suppression, local suppression, global recoding, rounding, and vari‐
ous forms of perturbation. However, protecting the confidentiality of qualita‐
tive, biomarker, brain scan and sensor information while providing useful in‐
formation is still an under researched area[13].

3.5 Legal Framework
The legal and ethical issues are complex[14; 15]. In practical terms, the host
should develop a Memorandum of Understanding with the data producer that
describes the set of available parameters for providing external researchers with
T RANSACTIONS ON D ATA P RIVACY (2008)
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access to the data set. The depositing agency in turn should determine which of
the host’s service offerings it wishes to utilize. Responses to the following ques‐
tions lead to the development of business rules, for example:
• Will the data enclave need prior approval from the agency before grant‐
ing access to an external researcher who meets certain pre‐defined re‐
quirements?

4

•

Who at the agency will be the data enclave’s representative responsible
for approving all requests for data access?

•

Will external researchers be able to create new data sets by combining
data from multiple datasets housed in the enclave (including both data
sets from a single agency and those from more than one agency)? What
rules will govern this process?

•

Will external researchers be able to create new data set by combining en‐
clave data with data from other sources and, if so, what are the rules will
govern this process?

Data Preservation

Another important feature that is a necessary component of data access, and one
too often neglected, is that data should be stored in a way that preserves their
life by making sure that they are indexed, archived and documented. A classic
paper by Smith and Forstrom highlights the problems associated with trying to
retrieve 35 year old survey data on American reactions to the Kennedy Assassi‐
nation in order to make a comparison with reactions to the 9/11 tragedy ‐‐ the
paper reveals the very real potential loss to social science of important datasets
[16].
This point is illustrated by examining Figure 3. The collection and dissemina‐
tion of data is only one part of the lifecycle of data – data need to be managed
before they are disseminated, analysed and repurposed.
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Figure 3. The Data Stewardship Lifecycle

Again, the social science community can take advantage of cyberinfrastructure
advances in this field. There is an entire community devoted to this effort: the
International Association for Social Science Information Service and Technol‐
ogy, and substantial investments in cyberinfrastructure to preserve the digital
deluge [17; 18]. Probably the best known approach is the Data Documentation
Initiative (DDI) standard which has been developed to index, archive and
document all producer data files [19]. DDI, which originated in the Inter‐
university Consortium for Political and Social Research (ICPSR), and is now the
project of an alliance of about 25 institutions in North America and Europe, has
established an international standard for the content, presentation, transport,
and preservation of micro‐data documentation.
The DDI specification was designed to encompass various kinds of micro‐
datasets. It provides a comprehensive set of elements to be used to record and
communicate in detail the characteristics of data obtained from sample surveys,
censuses, administrative records and other systematic methodologies for gener‐
ating empirical measurements.
The DDI is expressed as an XML Document Type Definition to maximize ex‐
changeability and take advantage of the internet technology to share data and
metadata,. In other words, the DDI encodes the metadata elements into a data‐
base following a standard structure and specification language. The DDI there‐
fore facilitates interoperability as codebooks marked up using the DDI specifica‐
tion can be exchanged and transported seamlessly, and applications can be writ‐
ten to work with these homogeneous documents.
These elements—some of them mandatory, most of them optional— are struc‐
tured into five sections:
• Section 1.0 ‐ Document Description consists of bibliographic information
that can be considered as the header whose elements uniquely describe
the full contents of the compliant DDI file.
T RANSACTIONS ON D ATA P RIVACY (2008)
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•

Section 2.0 ‐ Study Description consists of information about the data
collection. This section includes information about who collected and
who distributes the data, about the scope and coverage, sampling (if
relevant), data collection methods and processing, citation requirements,
etc.

•

Section 3.0 ‐ Data Files Description provides information about the data
file(s).

•

Section 4.0 ‐ Variable Description provides a detailed description of vari‐
ables, including (when relevant) the variable type, variable and value la‐
bels, literal questions, computation or imputation methods, instructions
to interviewers, universe, descriptive statistics, etc.

•

Section 5.0 ‐ Other Study‐Related Materials allows for the inclusion of
other materials related to the study such as questionnaires, user manu‐
als, computer programs, interviewer manuals, maps, coding informa‐
tion, etc.

Data Community

Setting up a remote access environment also creates the opportunity to develop
an environment that allows the sharing of information about data in the same
fashion as that adopted by the physical and biological sciences, namely creating
virtual organizations6. [20; 21]This not only serves the function of ensuring the
generalizability and replicability of work that is fundamental to high quality
research, but also promotes a healthy interaction between producers and re‐
searchers.
The opportunity is clear from the way in which ubiquitous information tech‐
nologies have transformed many facets of human interaction and organization.
Tools such as the Grid, MySpace, and Second Life have changed how people
congregate, collaborate, and communicate. Increasingly, people operate within
groups that are distributed in space and in time that are augmented with com‐
putational agents such as simulations, databases, and analytic services which

Is a group of individuals whose members and resources may be dispersed
geographically, but who function as a coherent unit through the use of cyberin‐
frastructure. A virtual organization is typically supported by, and provides
shared and often real‐time access to, centralized or distributed resources, such
as community‐specific tools, applications, data, and sensors, and experimental
operations.
T RANSACTIONS ON D ATA P RIVACY (2008)
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interact with human participants and are integral to the operation of the organi‐
zation.
The study of virtual organizations is attracting attention in its own right as a
way of advancing scientific knowledge and developing scientific communities.
As Cummings et al. note [22].
“A virtual organization (VO) is a group of individuals whose members and re‐
sources may be dispersed geographically and institutionally, yet who function
as a coherent unit through the use of cyberinfrastructure. A VO is typically en‐
abled by, and provides shared and often real‐time access to, centralized or dis‐
tributed resources, such as community‐specific tools, applications, data, and
sensors, and experimental operations. A VO may be known as or composed of
systems known as collaboratories, e‐Science or e‐Research, distributed work‐
groups or virtual teams, virtual environments, and online communities. VOs
enable system‐level science, facilitate access to resources, enhance problem‐
solving processes, and are a key to national economic and scientific competi‐
tiveness.” (p1).
The social science community could potentially transform its empirical foun‐
dations if it moved away from the current practice of individual, or artisan, sci‐
ence, towards this more generally accepted community based approach
adopted by the physical and biological sciences. It would provide the commu‐
nity with a chance to combine knowledge about data (through metadata docu‐
mentation), augment the data infrastructure (through adding data), deepen
knowledge (through wikis, blogs and discussion groups) and build a commu‐
nity of practice (through information sharing).
This opportunity to transform social science through adopting the type of or‐
ganizational infrastructure made possible by remote access could potentially be
as far‐reaching as the changes that have taken place in the biological and astro‐
nomical sciences. It could lead to the “democratization of science” opening up
the potential for junior and senior researchers from large and small institutions
to participate in a research field. Already some such examples exist, such as
nanoHUB (http://www.nanohub.org/) where the tools and collaboration ap‐
proaches are determined by the community itself. It is, however, an open re‐
search question for the social science data community as to how such an organi‐
zation should be established, how data should be accessed, how privacy should
be protected, and whether the data should be shared on a central server or dis‐
tributed servers. Some approaches are centralized, like the approach taken by
the UK’s ESRC in creating a specific call for a secure data archive7 or decentral‐

7

http://www.esrc.ac.uk/ESRCInfoCentre/opportunities/current_funding_opportunities/a
ds_sds.aspx?ComponentId=25870&SourcePageId=5964
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ized, like the U.S. National Science Foundation approach which lets the com‐
munity decide. 8. Certainly both the users and the owners of the data, whether
the data be survey, administrative, transactions based, qualitative or derived
from the application of cybertools, would need be engaged in the process
Similarly, it is an open research question as to the appropriate metrics of suc‐
cess, and the best incentives to put in place to achieve success[23]. However a
recent solicitation9 as well as the highlighting of the importance of the topic in
NSF’s vision statement10, suggests that there is substantial opportunity for so‐
cial science researchers to investigate the research issues.

6

Summary

This paper has argued that the new cyberworld has and continues to provide
unprecedented opportunities for social scientists to capture and analyse data on
human beings. The next immediate challenge is to provide access to and infor‐
mation about the new range of data and enable social scientists with an eye to‐
ward realizing a transformation in their science similar to that which has oc‐
curred in the biological and astronomical sciences. Two open research ques‐
tions remain. One is: what are the appropriate technical, organizational, statisti‐
cal and legal approaches that can be applied so that data on human subjects can
be both protected and appropriately accessed? The second is: how can a virtual
organization be developed and structured to permit knowledge sharing about
data and the development of a data infrastructure?
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